fnsta nt

CHIME

Chime for Lync High Availability
Setup

i




Copyright and Disclaimer

This document, as well as the software described in it, is furnished under license of the Instant
Technologies Software Evaluation Agreement and may be used or copied only in accordance with the
terms of such license. The content of this document is furnished for informational use only, is subject
to change without notice, and should not be construed as a commitment by Instant Technologies.
Instant Technologies assumes no responsibility or liability for any errors or inaccuracies that may
appear in this document. All information in this document is confidential and proprietary.

Except as permitted by the Software Evaluation Agreement, no part of this document may be
reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic,
mechanical, recording, or otherwise, without the prior written permission of Instant Technologies .

Copyright © 2005 - 2017 Instant Technologies, All rights reserved.
Trademarks

All other trademarks are the property of their respective owners.
Contact Information

See our website for Customer Support information.

http://www.instant-tech.com/

Microsoft

CERTIFIED ISV/Software Solutions

Partner

Page | 1
Copyright © 2016 Instant Technologies. All rights reserved.
Rev 6 JM
June 13, 2017


http://www.instant-tech.com/

Summary of Changes: High Availability INSTallation .............coociiioiiiiiii e 4
High Availability REQUIFEMENLS ... e e s e e e e e e e s s e e e e e e e s s tr e e e e e e e e s s snrranneeaens 6
(O o1 Ta LT == To [T =T g =T o1 £ PSR 6
RECOMMIENUALIONS ...ttt e bt e e s bttt e skttt e s bbbt e e s bt et e e e bbbt e e s bbe e e e s nnneeesannreeas 6
R LETo [ BT g=To I ToTolo U] o £ PO P T PUPPPPPPPPPN 7
HIGN AVAITADITIEY SETUD ...eeeeiiiiiieee ettt ettt e sttt e skt e e e s bbb e e e s bbb e e e s bbn e e e s annneeas 9
1Tz VYRS T= T = SRR 9
ChiME SEIUP WIZAIU ....ei ittt e e st e e ettt e e e st e e s ansb e e e ensbe e e e s sbeeeeesbeeeeennes 9
INSTAIALION TYPE ...ttt ettt e s it e et e e e s b et e e ek et e e eabb e e e e e ab e e e e enbeeeeenene 10
F o () = B (=T (o] Y S PSP PP UPUPPURPP 12
ChiME DALADASE .....vvieieie ettt b ettt s bt e s h b e e s b e e b et e s b e e e nn e e s n b e e s b e e e nnneennreas 13
SEIVICE ACCOUNE ...ttt ettt ettt ettt ekttt e et e e s e bt e e b st e ek bt e sab e e e sh b e e aab e e e b et e smb e e e be e e nnn e e snbeeennneeenneas 15
Active Directory AUthentication SCNEME..........ooi i e 16
Web Client CONFIGUIALION .......eiiiiiiieii ettt e sttt e s bt e e s anbr e e e s aanneeas 16
REAAY 10 INSTAIL ...ttt e e e e et et e e e e s e s bbb e e e e e e e e e s anbbbeeeeaeeeeanas 18
Chime ConfIgUIation WIZAIT ...........coiiiiiiiiie ettt e e e e et e e e e e e s e s saabbeeeeae s 19
CONfIGUIE ACLIVE DIFECLOIY ..o iiiiiee ittt ettt ettt e e ekt e e e e aab e e e e e sabe e e e e anbaeeeenene 20
(O] oI 1= 1 1 TP PP PP PURTPTP PPN 20
(O] 0110|0101 TP P UUP TR PURTPPPPIN 21
Setup Web Client (OPLONEALY ... e e e e e e e e e e e e aeneeees 22
PICK AGMIN USET ...ttt ettt e st e e et e e ek e e s e b et e e e b e e e e e nre e e e e enes 24
ST (T SIS I (@011 o] g F- ) PSP OUPST PP 25
3 =T 18] & IR Y= 1] o OSSR 26
SECONUAIY SEIVEIS ... .iiitiiietie ettt et e e e ettt et e e e e e s oot bbbttt e e e e e aa s bebe e et e e e e e s e nbbbeeeeeeeeeaannbbbeeeaaeesaannbsenaeaaeas 28
ChimE SEIUP WIZAIT ...ttt ettt ettt e e e e e st bt et et e e e e e snnbb b e e e e e e e s e annbseneeaaeas 28
LTS3 1= LT T 18/ = SRS 29
F o (Y= I D =Y 1 o Y SO UEER 30
Page | 2

Copyright © 2016 Instant Technologies. All rights reserved.
Rev 6 JM
June 13, 2017



(Of [0 TSR D =1 v= | o =TT =Y 31

ST Aol Yo oo 11 o | A OSSP UR PSR PRP 33

Active Directory AUthentication SCNEME..........ooo it 34

Web Client CONTIGUIALION .......eiiiiiiiiie ettt sttt sttt e s bb e e s bbe e e s anbe e e e s nanneeas 34

= T= Lo 1Y (o T 1 1 - | U PRSRRR 36

SECONAANY SEIVEL SEIINGS ... iiiiiiiiie e e i st e e e s s s e e e e e e s st e e e e e e e s ssantetreeeaaeeesanstraareeeeesassnrenneeeees 37
High Availability Manual Fail-Over INStIUCLIONS .........civiiiiiiiiiiiecee et e e e s r e e e s e e e e e e e s nenanees 39
Page | 3

Copyright © 2016 Instant Technologies. All rights reserved.
Rev 6 JM
June 13, 2017



SUMMARY OF CHANGES: HIGH AVAILABILITY INSTALLATION

At a high-level, the High Availability setup involves installing Chime on two or more servers, pointed
at the same application database. In Chime 2.5, each installation must be slightly modified to change
the service from “Automatic” startup to “Manual”. The primary server will need to be started manually
and, in case of fail-over, the secondary server will need to be started manually as well. To make the
cold fail-over process as quick as possible, the files containing login information for service accounts,
other required accounts, and any Virtual Agent files should always be kept up to date on both servers.
Below is a high-level summary of changes that occur when installing Chime in High Availability mode.
The rest of this document provides detailed information on each of these steps.

Install Chime on the Primary H.A. server

Install Chime on the primary server as normal. If a custom database name is used, make sure to
record it because all of the H.A. installations must use the same database. After the installation and
configuration wizards are complete:

1. Open Services
2. Select “Chime for Lync” service and open the properties

3. Change the Startup type from “Automatic(Delayed Start)” to “Manual”

Install Chime on Secondary H.A. server(s)

Install Chime on the secondary H.A. server(s) as normal. If a custom database name is used, make
sure all secondary servers use the same custom database name. After the installation and
configuration wizards are complete:

1. Open Services
2. Select “Chime for Lync” service and open the properties
3. Verify that the Chime for Lync service has stopped. If it isn't stopped, stop it
4. Change the Startup type from “Automatic(Delayed Start)” to “Manual”
5. Copy the following files from the primary server to the secondary severs:
* Settings.xml*
* Plugins directory*

*NOTE: These items should be synced regularly. If any of the settings used in the original
installations are changed, all of the High Availability Servers need to also have the Settings.xml and
Plugins directory synced.

Examples of these changes:
* Changes related to the SQL Server, including the name of the database or db_reader/writer account
» AD Username/password is changed

» Azure Username/password is changed
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* Service account is changed

High Availability Manual Fail-over Instructions
Go to the Primary server

Open Services

Verify that the Chime service has stopped

Go to the Secondary server

Start the Chime service

After the service has started, verify that Chime page and associate links and queue accounts are
active
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HIGH AVAILABILITY REQUIREMENTS

Minimum 2 Windows Server 2008 R2, 2012, 2012 R2, 2016
o UCMA 4.0 Runtime

SQL Server access by all Chime Servers

Active Directory access by all Chime Servers

Lync\Skype for Business access by all Chime Servers

Load Balancer\Web Proxy with routing to all Chime Servers

All Chime links are using Load Balancen\Web Proxy address

CHIME REQUIREMENTS

64-bit Windows Server®: 2008 R2, 2012, 2012 R2
o Server 2008 R2 requires Desktop Experience feature to be installed
o Server 2012/2012 R2 requires Media Foundation feature to be installed
Application cannot be installed on the same server hosting Lync®. Application will conflict with
Lync® settings.
Connection to Microsoft SQL Server®. The application supports full SQL Server® or SQL
Express Edition®
o Account with create access to SQL server (for building and updating the Chime
database)
o Account with read\write access to Chime database
= The application supports both SQL and Windows server authentication options.
= Note: For optimal performance, Chime and SQL Server should be in the same
physical site.
Read Access to Windows Active Directory

Chime 2.x (Self hosted) with Lync On-Premise support

.Net Framework 4.5.1+

UCMA 4.0

SQL Server 2008 R2+ (SQL Express, Standard, Enterprise...)
1 Lync account for Web Client

1 Lync account per queue for dispatcher

Chime 2.x (Self hosted) with Office 365 support

.Net Framework 4.5.1+

UCMA 4.0

SQL Server 2008 R2+ (SQL Express, Standard, Enterprise...)
1 Office 365 Lync account for Web Client*

1 Office 365 Lync account per queue for dispatcher*

*Lync Online Plan 2 and Microsoft Office 365 with Lync Plans are supported

RECOMMENDATIONS

SQL Server cluster accessible by all Chime Servers
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REQUIRED ACCOUNTS:

The following accounts will be need for the installation and/or operation of Chime.
Active Directory Query Account
This account will be used by Chime to query Active Directory for users

AD Server Name:

AD Username:

Password:

Chime Database Admin Account

This account is used to create the Chime database during the installation. This account needs
SQL authentication with the ability to create the database.

This account information is not stored, and is only utilized during creation or updating.

SQL Server Name:

Username:

Password:

Chime Database Service Account
This account will be used by Chime to read and write information to the Chime database.

Username:

Password:

Account must have db_datareader & db_datawriter rights to Chime database
Chime Service Account

This account will be used as the login for the Windows Service. If using Windows Authentication
on the SQL connection, this must be the same account. This account must be granted the Local
Security Setting of “Logon as a service”.

This account must be a member of the Chime server’s local Administrator group or a member of
the Domain Admins group of the domain to which the Chime server is joined. This is required for
the OWIN web server components which power the Chime web interface to operate.

Username:

Password:
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Web Seeker account - This account will be used by Chime to connect request from the web chat to Lync
experts. This account needs to be Lync enabled and not used anywhere else.

AD Username:

Password:

Dispatcher accounts - This account will be used by Chime to connect request from a guest to Lync
experts. This account needs to be Lync enabled. Each queue will need a separate dispatcher.
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HIGH AVAILABILITY SETUP

PRIMARY SERVER

This section of the document is used for installing the Chime for Lync application on the primary High
Availability server.

CHIME SETUP WIZARD

Once the required accounts have been provisioned for Chime, you are ready to begin the installation of
the Chime application.

1. Run ChimeSHinstaller.exe. You will be prompted with the Chime for Lync Setup wizard.

Chime For Lync Setup -

e
Welcome to the Chime For
Lync Setup Wizard

)

The Setup Wizard will install Chime For Lync on your
computer, Click ™ext™ to continue or "Cancel” to exit the
Setup Wizard.

<Back || Next> | Cancel

Figure 1: Chime for Lync Setup Wizard
2. Click Next to proceed through the Setup wizard.
During the setup, you will need to enter the credentials for the following required accounts:

e Active Directory Query Account

e Chime Database Account

e Chime for Lync Service Account
e Web Client Dispatcher Account

NOTE: The accounts and credentials associated with the items listed above will be used on all of the
High Availability servers you will set up, so it is required that you have access to this information.
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INSTALLATION TYPE

Chime has two installation options, Default and Custom. When installing using the default setting, Chime
uses a default installation path and a default SQL Database name.

Install Type
Select the install type.

(®) Default Installation Settings

(O Custom Installation Settings

Advanced Installer

Figure 2: Default Install Type

When installing using the Custom Installation Settings, you will be able to select a specific installation
path for Chime as well as more specific control over the name of the SQL Database used with Chime. For

a High Availability installation, it is recommended that you use Custom Settings so that you are able to
name the SQL Database you will be using.

ke CHIME

() Default Installation Settings
(®) Custom Installation Settngs

| <Back || mext> | | cCaxel |

Figure 3: Custom Install Type
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To select an installation folder, simply click the Browse... button and navigate to the folder location you
wish to install Chime. Once you have selected the desired folder location, click Next.

Select Installation Folder i

This is the folder where Chime For Lync will be installed. c H I E

To install in this folder, dick "Mext". To install to a different folder, enter it below or dick
“Browse™.

C:\Program Files\Instant Technologies{Chime For Lync!

Advanced Installer

Figure 4: Custom Installation Setup
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ACTIVE DIRECTORY

The first required account is Active Directory. You will need the Active Directory account information to fill
out this section.

g Chime For Lync Setup -

Configure Active Directory —

This account will be used by Chime to get AD user infomation. c H I M E

AD Server FQDNM or IP Address:
| VInstantTechDC |

AD Username:

| svc_chime |

AD Password:

< Back || MNext = | | Cancel

Figure 5: Active Directory Configuration

1. Enter the Active Directory Fully Qualified Domain Name, or IP Address of the server hosting
Active Directory.

2. Enter the username that Chime can use to query Active Directory.

3. Enter the password for the username provided. The password will be encrypted. Chime requires
read access of your Active Directory.

4. Click Next once you have entered the Active Directory account information.
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CHIME DATABASE

Chime requires an account with administrative rights to the SQL database. In this section of the Setup
wizard, the Chime database will be created. Chime requires read/write access to its own database.

éCREATE/UPDATE THE DATABASE

d Chime For Lync Setup

Chime Database
Enter an account to install the Chime Database.

SQL Server FQDN or IP Address:
| VITQA2012R20365 \sqlexpress |

50L Authentication Username:
SA

SQL Authentication Password:
sesssssansas |

Database Name:

=
CHIME

Chime Test Connection

< Back ” Next > | |

8

Chime Database
Enter an account to install the Chime Database.

Chime For Lync Setup -

CHIME

SQL Server FQDN or IP Address:
| localhost |

S0L Authentication Username:
SA

SQL Authentication Password:
|............ |

Database Name:

| [NewDEMame] | Test Connection

Figure 6: Chime Database Setup

1. Enter the Fully Qualified Domain Name or IP address of the SQL Server where the Chime

database will be installed.

2. Provide the username of the account that will be used to create the Chime database. This

account needs sys_admin rights for the SQL Server.
3. Enter the password for the SQL account.

If you chose the Custom Install option, you are able to change the name of the Database Name.

4. Make sure you record the name of the Database name because you will need to use the same
SQL database in all of the High Availability installations.
5. Click on Test Connection once the require account information has been entered.

6. Click Next to proceed.
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éCONFIGURE DATABASE SERVICE ACCOUNT

Chime SQL Connection

() 5L Authentication

® windows Authenticaiton

Chime SQL Username:

Chime SQL Password:

L Chime For Lync Setup

[x]

e
—

Enter the account Chime will use to connect to the database. c H I

< Back H Mext = | | Cancel

Figure 7: Configure Database Service Account

1. Choose the authentication scheme Chime will use to connect to the database.

If using SQL Authentication:

a. Enter the username for the service account Chime will use to access the database.
b. Enter the password for the service account.

If using Window Authentication, the service account provided in the next screen will be used

to connect to the database.

2. Click Next to proceed.
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SERVICE ACCOUNT

The Chime for Lync Service account is the account that will be used to run the Chime Self-Hosted
application.

L3 Chime For Lync Setup ILI

Chime for Lync Service

—
Enter the account the Chime for Lync service will use, c H I M E

This account will be used as the login for the Windows Service. If using Windows
Authentication on the SQL connection, this must be the same account.

This account must be granted the Local Security Setting of "Logeon as a service”
and this account must be a member of the Chime server’s local Administrator group

Domain:
| instant-tech.com |

Service Username:

| svc_chime |

Service Password:

| < Back H MNext > | | Cancel

Figure 8: Chime Service Account

1. Enter the name of the domain that the Chime service account belongs to.
2. Provide the username of the account that will be used to run Chime.
3. Enter the password for the provided username.
4. Click Next to proceed through the installation.
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ACTIVE DIRECTORY AUTHENTICATION SCHEME

Beginning with Chime 2.4, we support using Azure AD for Chime deployments against Office 365. For
more information on how to obtain the information required for this setup, see the document titled

Configuring Azure AD access for Chime for Lync.

% Chime For Lync Setup

CHIME

Please select your Lync/Skype for Business deployment type

) on Premise Lync/skype for Business

(®) Office 365 Skype for Business with Azure AD

<Back | Next> | [ Cancel

Active Directory Authentication Scheme —_—

Figure 9: Choose deployment type

For On Premise deployments, choose the corresponding option, and complete the following steps:

For Office 365 deployments, choose the corresponding option and proceed to the section entitled Azure

AD Integration.

WEB CLIENT CONFIGURATION

éON-PREI\/IISE WEB CLIENT CONFIGURATION

g

Chime For Lync Setup

Web Seeker Account

Please enter in the information for the web seeker account.

Web Client SIP URI:

| sip:mattdevtestweb@instant-tech.com |

Web Client Username:

| mattdevtestweb

Web Client Password:

Web Client Domain:

| instant-tech

Lync FE Pool/Server URL:

| vitlyncfe.instant-tech.com

—
—_—

CHI

| < Back ” Mext = | |

Cancel

Figure 10: Web Client configuration screen

1. Enter the information requested in the appropriate fields.

2. Click Next to continue.
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AZURE AD INTEGRATION

PREREQUISITES:

A.) Application configured for Azure Active Directory access configured in previous steps
B.) Recorded Azure AD Tenant ID, Application Client ID, and Application API key from previous

steps.

5 Chime For Lync Setup 2
Azure AD Connection —
Enter your Azure AD Connecton informaton. c H I M E

Azure AD Tenant:
l teaminstant.onmicroso ft.com [
Azure AD Tenant ID:
[ m—— |
Azure AD Client ID:
[(ecsmsesamenees |
Azure AD Client Secret Key:

— |

<Back | Next> | [ Cancel

Figure 11: Provide Azure AD information

1. Enter the name of your Office 365 tenant in the input labeled Azure AD Tenant. This is usually
the domain associated with your Office 365 email address, e.g. example.com.

whwn

Enter the Azure AD Tenant ID obtained the corresponding input.
Enter the Azure AD Application ID obtained in the corresponding input.
Enter the Azure AD Application API key in the input labeled Azure AD Client Secret Key.

éOFFICE 365 WEB CLIENT CONFIGURATION

¢

Chime For Lync Setup

Web Seeker Account

Please enter in the information for the web seeker account.

Office 3565 Domain:

CHIME

| instant-tech.com

Office 365 Username:

| gaweb

Office 365 Password:

Office 365 SIP URI:

| gaweb@instant-tech.com

Office 365 Skype for Business URL:

—
—

| sipdir.online.lync.com: 443

be changed.

The URL shouldn't need to

| < Back || MNext = | |

Cancel

Figure 12: Web Client configuration screen

1. Enter the information requested in the appropriate fields.

2. Click Next to continue.
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READY TO INSTALL

Press the Install button to begin installing Chime.

%) Chime For Lync Setup X

Ready to Install —_—

The Setup Wizard is ready to begin the Chime For Lync installation c H IM E

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Adwanced Installer

[ <Bak || msal | [ caneel

Figure 13: Install Chime

—
—

Completing the Chime For
Lync Setup Wizard

—— G Click the "Finish” button to exit the Setup Wizard.
S

Cancel

Figure 14: Install Complete

Click Finish to close the setup wizard and launch the configuration wizard.
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CHIME CONFIGURATION WIZARD

Once all the required account information has been filled out in the Chime Setup wizard, you will be
prompted with the next part of the installation, the Configuration Wizard. In this section you will do the

following:

o Verify Active Directory account information

e Verify and test connection to the SQL Database

e Setup the Chime Web Client

e Pick the first administrative user for the Chime application
e Configure SSL Certificates (optional)

@)

Instant

Configuration Wizard

BE |

o | Configure AD... | |Pn‘:\ride the basic information to connect to search your Microsoft Active Direc:tl

o | Corfigure SQL... | |Pn‘:\ride access to SQL Database

| Setup Web Cliert ... | |Setupthe Chime On-Premize Web client (optional)

| Setup Web Client .. | |Setupthe Chime Office 365 Web client (optional)

o | Pick Admin... | |Pick a user as an administrator for Chime

e | setup SSL | | ResstSSL | [Setup HTTPS and SSL support (OFTIONAL for On-Premise)

o Chime for Lync Service

Further documentation and setup information can be found at hitp://addchime com.fag.html
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|CONFIGURE ACTIVE DIRECTORY

In the first step of the configuration wizard, you will need to verify your active directory credentials.

|ON PREMISE

1. Click Configure AD.

2. Enter the Active Directory FQDN, username, and password (if not provided during the previous
installation process).

3. Click validate.

0O Configure Active Directory -

Enter the AD server IP address or fully qualfied domain name
|vinslanﬂechdc |

Enter the AD Usemame

|svc_ch\me |

Enter the AD Password

|
EE (=

Figure 16: Active Directory

4. Click OK on the alert once you have been notified that we’ve successfully connected to Active
Directory.
5. Click OK to proceed to the next step.

 OFFICE 365

Verify that the information in these fields matches what was provided during the installation phase. You
can test to be sure that we can connect using the information provided using this tool.

Enter your Azure AD Tenant.

Enter your Azure AD Tenant ID.

Enter your Azure AD Client ID.

Enter your Azure AD Client Secret Key (API key).

Click Text... to verify that we can connect using the provided information
Click Save to save the information and close the window.

o0 AswWNPRE

0O Setup Azure AD Connection .

Azure AD Tenart

|teaminslanl onmicrosaft.com |

Azure AD Tenant |D:

Azure AD Client|D:

Azure AD Client Secret Key:

Test...

Figure 17: Azure AD Connection info
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CONFIGURE SQL

In this section you will need to enter the required account information for the Chime SQL account. This
account needs read and write access to the Chime database.

1. Click Configure SQL in the configuration wizard.
2. Enter the name of the SQL instance that Chime will be hosted on.

Configure SQL Connection

Enterthe SQL Server IP address or fully qualfied domain name
vITQA2012R20 365 sglexpress

Chime Database name

Chime

= Chime uses this account to read and wite from the
Chime SQL Account  tabase and wil be saved.

Authentication: |W|ndnws Authentication W |

Usemame: instant tech com‘sve_chime

Password: | |
TotCorvoci

Figure 18: SQL Connection

3. Select the appropriate authentication method for the Chime SQL account.
4. Enter the username and password for the Chime SQL account.
5. Click on Test Connection to test the connection to the database.

Configure SQL Connection

Enter the SQL Server IP address or fully qualified domain name
vITQAZ012R20 365 sqlexpress

Chime Database name

Chime

. Chime uses s sccount fo read and wite from the
Chime SQL Account sy zce and willbe saved

A Eall
Ls|

Successfully connected to vITQA2012R20365\sqlexpress as
Pa| instant-tech.com\svc_chime :|

=] - | o |

Figure 19: Test SQL Connection

6. Click OK once you have successfully connected to the database.
7. Click the green OK button in the Configure SQL Connection window to proceed to the next step.
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SETUP WEB CLIENT (OPTIONAL)

There are two options in the configuration wizard for setting up the Web Client:

1. Setup the Chime on premise web client — uses your on premise Lync Server
2. Setup the Chime Office 365 web client — uses an Office 365 Lync-enabled account

éSETUP ON PREMISE WEB CLIENT

Follow these instructions to setup the Web Client with an on premise Lync Server.

1. Click Setup Web Client... in the configuration wizard.

2. Enter a SAM account nhame to search for, and click Search for Lync Account. The wizard will
query Active Directory for a Lync-enabled account matching the provided name.
3. Select the desired account, and the wizard should pre-populate whatever fields it can obtain from

Active Directory.

4. Provide information for any missing fields.

o

Click Verify, and the wizard will attempt to log in using the credentials provided.

6. Click OK once the information has been verified to save the values and close the window.

Page | 22

» Setup Chime Web Client

|maﬂdau |

sip:mattdevtestdispatch @instant tech.com
sip:mattdevtestweb Einstanttech.com

Account SIP URI: ‘sip:maﬂdevtestweb@\nstarﬂ-tech com |
Account Usemame: ‘maﬂdevtaslweb |
Account Password: ‘.oo...c |

["] Show Password?

Account Domain: ‘ Instant tech

Lyne FE Pool/Server URL: ‘vrtrync‘fe.lnetam-tech.com

Figure 20: Web Client configuration
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éSETUP OFFICE 365 WEB CLIENT

Follow these instructions to setup the Web Client with an Office 365 account.

1. Click Setup Web Client... in the configuration wizard.
2. Provide the required information for the web client dispatcher account.
3. Click Test, and the wizard will attempt to log in using the credentials provided.
4. Click OK once the information has been verified to save the values and close the window.
O Configuration Wizard = [ =] %2
N - -
®| Setup Chime Office 365 Web Client IR [ v D
C tlEeo;gF;L?np;mgﬁyigg%&mﬂocn:érg&gﬂice 365 Lync to your local Chime instance, Chime will use
U Cffice 365 Lync accourt :I \m
i Dlomain: |instam-tech.com | —|
m Lync Usemame: |aneb |
C Lync Password: |o.oo.ooooo.o | [] Show Password?
s Account SIP URL: |sip:qa‘."a‘eb@instant-tech.com | EI
Lync Server URL: The URL showldnt need fo be changed
|sipdir.online.fync.com:443 | @
Skype SDK Cliert 1D-
ToachBa2-3d30-4d4-9d70-55777dd 151 |
Test | | Cancel |
Figure 21: Web Client Configuration
Account SIP URI: The SIP URI for a Lync-enabled Office 365 account. The Chime Web Client
will log in as this account.
Account Domain: The name of the domain that the chosen Office 365 account belongs to.
Account Username: The full username of the chosen Office 365 account.
Account Password: The password for the username provided.
Lync Server URL: Provide the Lync Server URL. For Office 365 this should be:
sipdir.online.lync.com:443
Skype SDK Client ID: The Azure AD Application Client ID for the Native Application used to
connect to Skype for Business over UCWA.
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PICK ADMIN USER
Chime will need a Lync-enabled account to be configured as the first Admin user of Chime. That person

will be able to add other people once they log in.

1. Click on Pick Admin from the Configuration Wizard.
2. Enter the partial or full username of the person who will be the first admin. Click Search to find the

user.

Enter the email of the first administrator,
who will add other users, managers, and admins.

X fwayne
or | Search

cregan@instant+ech .com

Check User

Figure 22: Pick Admin User

3. Select the correct user from the list, and click Check User.

@ Choose an Admin User -

Enter the email of the first administrator,
who will add other users, managers, and admins.

£ WEVTIE

User cregan@instant-tech.com is valid

Figure 23: Check User

4. Once you've verified that the user picked is valid, click OK. Then, click OK in the Choose Admin
user window to proceed to the next step of the Configuration Wizard.
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SETUP SSL (OPTIONAL)

The configuration wizard provides a tool to register an SSL certificate with the Chime application. As a
prerequisite, you will need to have a valid SSL certificate installed on the server. Once the certificate has
been installed on the server, you can follow these steps.

1. Click Setup SSL.

2. Click through the prompts to register listeners for ports 80 and 443 (or click OK if already

reserved).

URL Reservation Exists

0 URL reservation fior https//+:80/ Chime already exists

= URL Reservation Exists

o UL reservation for https://+:443/Chime already exists

Figure 24: URL Reservations

3. Select the desired SSL Certificate from the list provided. Click on the desired certificate and click
OK to try and use that certificate. If you don’t see the certificate desired, click Cancel, and
another list will be displayed.

Instant-tech-VINSTANTTEC.
Iss

Valid From: 11/25/2014 to 11/25/201

Click here to view certificate
properties

The USERTrust Network™
Issuer; AddTrust External CA Root
Valid From: 5/30/2000 to 5/30/2020

DigiCert
Issuer: DigiCert Assured ID Root CA

Valid From: 11/9/2006 to 11/9/2031

Go Daddy Class 2
Certification Authority

uer:
Instant-tech-VINSTANTTECHDC-CA.

Issuer: Go Daddy Class 2 Certification

9

Windows Security . -
Windows Security -
Select SSL Certificate
Select the S5L certificate you would like to use with Chime for Lync
Select SSL Certificate

Select the S5L certificate you would like to use with Chime for Lync

Instant tech wildcard

Issuer: DigiCert SHAZ Secure Server
CA

Valid From: 1/19/2016 to 1/24/2017

Click here to view certificate
properties

Authority
: OK | | Cancel
Figure 25: Selecting SSL Certificates
4. Click to OK to execute the command to register the SSL Certificate.
Confirm Action? 23

o Execute command?

netsh http add sslcert ipport="0.0.0.0:443"
certhash="E4195A4594901C2D5299E261 CFTB1CE2AZEADIGF4"
appid="{efcald67-d313-43ce-80ac-a7 1b8ddb29ef}"

certstorename="My"
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STARTUP SETTINGS

1. Open Services

File Action View Help

e G HE »enn

G senices (ocal) | [ a) L ——

Chime For Lync Name “ Description Status Startup Type

'i%ﬁ.pp Readiness Gets apps re... Manual
Stop the service 'iﬁﬁ.ppl'rcation Experience Processes a... Manual (Trig...
'i%Application Identity Determines ... Manual (Trig...
'ﬁéﬁ.pplication Information Facilitates t... Manual (Trig...
Description: 'iS'éApplication Layer Gateway ... Provides su... Manual
Chime For Lync service 'iééAppl'rcation Management Processes in.. Manual

Restart the service

'i%Apr Deployment Service (...  Provides inf... Manual
'iééBackground Intelligent Tran... Transfersfil.. Running  Manual
% Background Tasks Infrastru.. Windowsin.. Running  Automatic
Qé Base Filtering Engine TheBaseFil... Running  Automatic
S@ Certificate Propagation Copies user... Running  Manual

&3 Chime For Lync Chime For L. Runni Automatic
Qé CNG Key lsalation The CHNG ke... Manual (Trig...
S% COM+ Event System Supports Sy.. Running  Automatic
'3§QCDM+ System Application Manages th... Manual
Qg Computer Browser Maintains a... Dizabled
S@ Credential Manager Provides se... Panual

Extended / Standard /

Figure 27: Services Window

2. Select “Chime for Lync” service and open the properties

Ge”e'ﬁ||LogDn|F{emvery|Depmdmd&B|

Service name: Chime 5H.exe

Display name: Chime For Lync

Description: r:nime For Lync service

Path to executable:
"C:\Program Files“Instart TechnologiesChime For Lynch\ChimeSH exe"

Startup type: | Automatic (Delayed Start)

Service status:  Running

| Start | | Stop | | Pause | | Resume

You can specify the start parameters that apply when you star the service
from here.

Start parameters:

Figure 28: Chime For Lync Properties
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3. Change the Startup type from “Automatic(Delayed Start)” to “Manual”

Chime For Lync Properties (Local Computer) -

General | Log On | Recovery | Dependencies |

Service name: ChimeSH exe
Display name: Chime For Lync

Description: Chime For Lync service N

Path to executable:
"C:\Program FilegInstant Technologies'Chime For Lync'\ChimeSH exe”

Startup type: Manual W

Service status: Running

You can specify the start parameters that apply when you start the service
from here.

oK || camcel || Apply

Figure 29: Manual Start

NOTE: If any of the settings used in the original installations are changed, all of the secondary servers

need to also have these changes made to them. Examples of these changes:

e SQL Server used is changed

e AD Username/password is changed

e Azure Username/password is changed
e Service account is changed
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SECONDARY SERVERS

This section of the document is used for installing the Chime for Lync application on the remaining non-

primary High Availability servers.

CHIME SETUP WIZARD

1. Run ChimeSHInstaller.exe. You will be prompted with the Chime for Lync Setup wizard.

iy

e
——

CH

IME
v

Chime For Lync Setup

Welcome to the Chime For
Lync Setup Wizard

The Setup Wizard will install Chime For Lync on your
computer, Click "Mext” to continue or "Cancel” to exit the
Setup Wizard,

Figure 30: Chime for Lync Setup Wizard

2. Click Next to proceed through the Setup wizard.

During the setup, you will need to enter the credentials for the following required accounts:

e Active Directory Query Account

e Chime Database Account

e Chime for Lync Service Account
e Web Client Dispatcher Account

NOTE: The accounts and credentials associated with the items listed above will be used on all of the
High Availability servers you will set up, so it is required that you have access to this information.
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INSTALLATION TYPE

Chime has two installation options, Default and Custom. For this install you will need to choose the same
install setting that you used on the primary High Availability server.

Install Type —

—
Select the install type. cHI E Select the nstal type. cHlME

(®) Default Installation Settings () Default Instalation Settings
O Custom Installation Settings (®) Custom Instalation Settngs
Advanced Installer
<Back | mext> | [ cancel | | <Back || mMext> | | cCaxel |

Figure 31: Default and Custom Install Types

To select an installation folder, simply click the Browse... button and navigate to the folder location you
wish to install Chime. Once you have selected the desired folder location, click Next.

select Installation Folder e

Thig is the folder where Chime For Lync will be installed. c H I E

To install in this folder, dick ™ext”. To install to a different folder, enter it below or dick
"Browse",

iles\Instant Technologies \Chime For Lync!

Advanced Installer

Figure 32: Custom Installation Setup
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ACTIVE DIRECTORY

The first required account is Active Directory. You will need the information for the Active Directory
account you used on the primary High Availability server to fill out this section.

g Chime For Lync Setup -

Configure Active Directory —

This account will be used by Chime to get AD user infomation. c H I M E

AD Server FQDNM or IP Address:
| VInstantTechDC |

AD Username:

| svc_chime |

AD Password:

< Back || MNext = | | Cancel

Figure 33: Active Directory Configuration

1. Enter the Active Directory Fully Qualified Domain Name, or IP Address of the server hosting
Active Directory.

2. Enter the username that Chime can use to query Active Directory.

3. Enter the password for the username provided. The password will be encrypted. Chime requires
read access of your Active Directory.

4. Click Next once you have entered the Active Directory account information.
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CHIME DATABASE

Chime requires an account with administrative rights to the SQL database. In this section of the Setup
wizard, you will need to enter in the information for the SQL Database you set up for the primary High

Availability server.

éCREATE/UPDATE THE DATABASE

———3

CHIME

d Chime For Lync Setup

Chime Database
Enter an account to install the Chime Database.

SQL Server FQDN or IP Address:
| VITQA20 12R 20365 \slexpress |

50QL Authentication Username:
SA

SQL Authentication Password:
sesssssansan |

Database Name:
Chime

Test Connection

< Back ” Next > | | Cancel |

—
—_—

CHIME

= Chime For Lync Setup

Chime Database
Enter an account to install the Chime Database.

SQL Server FQDN or IP Address:
| localhost |

S0L Authentication Username:
SA

SQL Authentication Password:
| SRR NNRRRRRS |

Database Name:

| [NewDBMName] | Test Connection

Figure 34: Chime Database Setup

1. Enter the Fully Qualified Domain Name or IP address of the SQL Server where the Chime

database is located.

2. Provide the username of the account for the Chime database.
3. Enter the password for the SQL account.
4. Click on Test Connection once the require account information has been entered.
5. Click Next to proceed.
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éCONFIGURE DATABASE SERVICE ACCOUNT

Chime SQL Connection

() 5L Authentication

® windows Authenticaiton

Chime SQL Username:

Chime SQL Password:

L Chime For Lync Setup

Enter the account Chime will use to connect to the database.

[x]

e
—

CHI

< Back

H Mext =

| | Cancel

Figure 35: Configure Database Service Account

1. Choose the authentication scheme used in the primary High Availability Chime server to connect

to the database.

If using SQL Authentication:

a. Enter the username for the service account Chime will use to access the database.
b. Enter the password for the service account.

If using Window Authentication, the service account provided in the next screen will be used

to connect to the database.

2. Click Next to proceed.
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SERVICE ACCOUNT

The Chime for Lync Service account is the account that will be used to run the Chime Self-Hosted
application.

L3 Chime For Lync Setup ILI

Chime for Lync Service

—
Enter the account the Chime for Lync service will use, c H I M E

This account will be used as the login for the Windows Service. If using Windows
Authentication on the SQL connection, this must be the same account.

This account must be granted the Local Security Setting of "Logeon as a service”
and this account must be a member of the Chime server’s local Administrator group

Domain:
| instant-tech.com |

Service Username:

| svc_chime |

Service Password:

| < Back H MNext > | | Cancel

Figure 36: Chime Service Account

1. Enter the name of the domain that the Chime service account belongs to.
2. Provide the username of the account that will be used to run Chime.
3. Enter the password for the provided username.
4. Click Next to proceed through the installation.
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ACTIVE DIRECTORY AUTHENTICATION SCHEME

Beginning with Chime 2.4, we support using Azure AD for Chime deployments against Office 365. For
more information on how to obtain the information required for this setup, see the document titled
Configuring Azure AD access for Chime for Lync.

% Chime For Lync Setup -

Active Directory Authentication Scheme —_—

CHIME

Please select your Lync/Skype for Business deployment type

) on Premise Lync/skype for Business

(®) Office 365 Skype for Business with Azure AD

<Back | Next> | [ Cancel

Figure 37: Choose deployment type
For On Premise deployments, choose the corresponding option, and complete the following steps:

For Office 365 deployments, choose the corresponding option and proceed to the section entitled Azure
AD Integration.

WEB CLIENT CONFIGURATION

éON-PREI\/IISE WEB CLIENT CONFIGURATION

= Chime For Lync Setup -

Web Seeker Account —

Please enter in the information for the web seeker account. c H I E

Web Client SIP URI:
| sip:mattdevtestweb@instant-tech.com |

Web Client Username:
| mattdevtestweb |

Web Client Password:

Web Client Domain:
| instant-tech |

Lync FE Pool/Server URL:
| vitlyncfe.instant-tech.com |

| < Back ” Mext = | | Cancel

Figure 38: Web Client configuration screen

1. Enter the information requested in the appropriate fields.
2. Click Next to continue.
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AZURE AD INTEGRATION

PREREQUISITES:

A.) Application configured for Azure Active Directory access configured in previous steps
B.) Recorded Azure AD Tenant ID, Application Client ID, and Application API key from previous

steps.

5 Chime For Lync Setup 2
Azure AD Connection —
Enter your Azure AD Connecton informaton. c H I M E

Azure AD Tenant:
l teaminstant.onmicroso ft.com [
Azure AD Tenant ID:
[ m—— |
Azure AD Client ID:
[(ecsmsesamenees |
Azure AD Client Secret Key:

— |

<Back | Next> | [ Cancel

Figure 39: Provide Azure AD information

1. Enter the name of your Office 365 tenant in the input labeled Azure AD Tenant. This is usually
the domain associated with your Office 365 email address, e.g. example.com.

wn

Enter the Azure AD Tenant ID obtained the corresponding input.
Enter the Azure AD Application ID obtained in the corresponding input.

4. Enter the Azure AD Application API key in the input labeled Azure AD Client Secret Key.

éOFFICE 365 WEB CLIENT CONFIGURATION

¢

Chime For Lync Setup

Web Seeker Account

Please enter in the information for the web seeker account.

Office 3565 Domain:

CHIME

| instant-tech.com

Office 365 Username:

| gaweb

Office 365 Password:

Office 365 SIP URI:

| gaweb@instant-tech.com

Office 365 Skype for Business URL:

—
—

| sipdir.online.lync.com: 443

be changed.

The URL shouldn't need to

| < Back || MNext = | |

Cancel

Figure 40: Web Client configuration screen

1. Enter the information requested in the appropriate fields.

2. Click Next to continue.
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READY TO INSTALL

Press the Install button to begin installing Chime.

%) Chime For Lync Setup X

Ready to Install —_—

The Setup Wizard is ready to begin the Chime For Lync installation c H IM E

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Adwanced Installer

[ <Bak || msal | [ caneel

Figure 41: Install Chime

—
—

Completing the Chime For
Lync Setup Wizard

—— G Click the "Finish” button to exit the Setup Wizard.
S

Cancel

Figure 42: Install Complete

Click Finish to close the setup wizard and launch the configuration wizard.
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SECONDARY SERVER SETTINGS
Close the Configuration Wizard

Open Services

% Services - O it
File Action View Help
e | FEC= HE| > 8 nw®
N EESSS——-—-—-—.—————SPE
Chime For Lync Name : Description Status Startup Type L 2
E:,'*7:‘235Background Intelligent Tran... Transfers fil... Manual L
Start the service E:‘,-T:-‘:o‘,Background Tasks Infrastru.. Windowsin.. Running  Automatic L
E;‘?':‘:J,l':lase Filtering Engine TheBaseFil... Running  Autematic L
Description: é& Bluetooth Support Service The Bluetoo... Manual (Trigge.. L
Chime For Lync service €}, CDPUserSve_31e932 <FailedtoR... Running  Automatic L
E;’::.-‘:3,Cer‘ch‘icate Prepagaticn Copies user .. Running  Manual Lo
Chime For Lync Chime For L... Automatic (Del... |
5@, Client License 5ervice (Clip5.. Provides inf... Manual (Trigge.. L
@%CNG Key Isolation The CNG ke... Running  Manual (Trigge... L
5:‘-';‘“3, COM+ Event System Supports Sy..  Running  Automatic L
E;‘f:‘?,(:(}l‘\-"|+ Systermn Application Manages th... Manual L
E;’f:-‘:o"(iom;:luter Browser Maintains a... Disabled L
B . P - e - - - n - A I N bl
Extended /{Standardf

Figure 43: Services
Select “Chime for Lync” service and open the properties

Verify that the Chime for Lync service has stopped

Chime For Lync Properties (Local Computer) *

General LogOn Recovery Dependencies

Service name:

Digplay name: Chime For Lync

[:nime For Lync service

stant Technologies'\Chime For Lync'\ChimeSH exe"

"C:\Program
Startup t)'pe:e |Aulomatic (Delayed Start) ~
Service status:  Stopped ho

Start Stop Fause Resume

“fou can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ ok ]| caneel || Aepy

Figure 44: Chime Properties
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Change the Startup type from “Automatic(Delayed Start)” to “Manual

General Log On

Service name:

Display name:

Description:

Startup type:

Service status:

Start

from here.

Chime For Lync Properties (Local Computer) X

‘nstant Technologies'Chime For Lync'\ChimeSH exe"

“fou can specify the start parameters that apply when you start the service

Start parameters:

Recovery Dependencies

ChimeSH.exe

Chime For Lync

Chime For Lync service

Manual ~

Stopped

Stop Pauze Resume

Cancel Foly

Figure 45: Chime Startup

Copy the following files from the primary server to the secondary severs:

Note: The default installation path is C:\Program Files\Instant Technologies\Chime For Lync\

1. Settings.xml
2. Plugins directory

These items should be synced regularly.
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HIGH AVAILABILITY MANUAL FAIL-OVER INSTRUCTIONS

Go to the Primary server

Open Services

. Services — O X
File Action View Help
L dlc (ERENET] 7| now
B e .. hittt)hth
Chime For Lync Mame . Description Status Startup Type L... "
) @Background Intelligent Tran... Transfers fil... Manual Lo
Start the service @Background Tasks Infrastru.. Windows in.. Running  Automatic L...
@Ease Filtering Engine The BazeFil... Running  Automatic L.
Description: @Bluetooth Suppert Service The Blueteo... Manual (Trigge... L.
Chime For Lync service {6, CDPUserSve_31e932 <Failed to R... Running  Automatic Lo
@Cerﬁficate Propagation Copies user.. Running  Manual Lo
_hime For Lync Chime For L... Automatic (Del... ...
@CIient License Service (Clip5... Provides inf.. Manual (Trigge.. L.
@CNG Key Isolation The CNG ke... Running  Manual (Trigge... L.
E:‘%CC}I\-"H Event System Supports Sy, Running  Automatic L.
@COM+ System Application Manages th... Manual L...
E:‘%Computer Browser Maintains a... Disabled L.
A e - R — . - . . e . b
Extended /(Standard/
Figure 46: Services
Verify that the Chime service has stopped
Go to the Secondary server
“h Services - O *
File Action View Help
e |FEG= HE > nn
Chime For Lync MName Description Status Startup Type L 2
) @Background Intelligent Tran... Transfersfil... Manual L
Start the service E:‘%Back{grc&und Tasks Infrastru.. Windows in.. Running  Automatic L
@Base Filtering Engine The Baze Fil... Running  Automatic L
Description: E@E»Iue’ccu:lth Suppert Service The Blueteo.. Manual (Trigge... L
Chime For Lync service (€} CDPUserSvc_31e0832 <Failed to R... Running  Automatic L
E@Cer‘ciﬁcate Propagation Copies user.. Running  Manual Lo
ime For Lync Chime For L... Automatic (Del... |
@CIient License Service (Clip5.. Provides inf.. Manual (Trigge... L
@CNG Key Isolation The CNG ke... Running  Manual (Trigge... L
@COM+ Event System Supports S5y..  Running  Automatic L
@COM+ Systemn Application  Manages th... Manual L
@Computer Browser Maintains a... Disabled L
o~ Cm o niar - - : N - A e v
Extended ){’Standard/

Figure 47: Services on Secondary Server
Start the Chime service

After the service has started, verify that Chime page and associate links and queue accounts are active
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